
A Journey Less Perilous 

Managing global risk in a complex world 

When I spoke on this subject at the Expat Academy back in Mid-March the world seemed like 
a different place. COVID 19 was only an emerging threat, at least here in the UK, but is now 
an all pervading one which has highlighted the importance of robust travel and project risk 
management overseas. 

We are busy working with clients managing ongoing projects not least in Africa where COVID 
19 has not yet taken hold but if it does it threatens to have a major impact due to the lack of 
medical infrastructure, poor standards of hygiene and governments who will struggle to 
manage and control the spread of the virus. 

COVID 19 and the implications for travel will be with us for some time along with the many 
other challenges that global travel presents but the need for global engagement will remain 
for many organisations driven by Brexit and the need to develop new markets. 

It’s also easy to overlook the fact that prior to the onset of COVID 19 the year of 2020 had 
already experienced terrorist attacks by Al Shabab in Kenya, the death of the Iranian General 
Soleimani in Iraq and increasing tensions in the Middle East between the US and Iran, wild 
fires in Australia, a plague of locusts in East Africa and a volcanic eruption in the Philippines. 

So, the world is an ever more complex place, yet the truth is many travellers and organisations 
fail to understand and mitigate the risks. Coupled with the danger that the latest newsworthy 
event of whatever kind tends to dominate the headlines and therefore our thinking which can 
cause us to ignore the more mundane and everyday threats that are more likely to affect us. 

So how can we unpick and better understand all this complexity? In this article I will outline a 
few methods and models that we use. 

Assessing Threat and Risk 

Most country-based threat rating systems use a 1 to 5 scale as illustrated in the table below. 
On this basis there are around 105 countries rated as very low or low (Level 1 to 2) threat 
which accounts for just over 50% of all countries. This leaves around 90 in the medium to high 
threat categories and of these around 8 that are rated as very high (Level 5). For these 8 a 
specialist provider and all-encompassing security package is usually the norm. 

That leaves about 82 countries in the medium to high (Level 3 to 4) category,  nearly half of 
which are in Africa, places where you may want to do business and require some form of 
planned risk management and security provision but not necessarily a complete security 
envelope meaning that your employees, will at least to some degree, need to be self-
supporting. These are the ones to focus on. 



When we conduct threat assessments, we also use this simple model illustrated in the diagram 
below. When we consider higher threat environments (High Level 4 and Level 5) we are usually 
facing one overarching threat that requires any personnel deployed to operate within a 
comprehensive security bubble provided by a specialist provider, examples being places such 
as Syria, Iraq, Afghanistan and Somalia. 

Complex best defines those 82 or more medium and medium to high (Level 3 and Low 4) range 
threat environments typically locations where there may not be one overarching high-level 
threat but instead multiple medium level threats so creating a more complex threat picture. 
When assessing complex threat environments, we break these down into ten different threat 
or hazard categories and then look at each in detail. Examples of complex environments 
include Nigeria, Pakistan, The Philippines and Algeria. 



Austere environments are challenging too but in a different way. Here the threat is not based 
on the presence of something but the absence of anything, so the challenge is how to be self-
supporting in an environment lacking basic infrastructure and facilities. Some countries may 
fall within more than one definition of course but it is a good model to use as a start point for 
your assessment and planning. 

We also differentiate between threats and hazards. A threat refers to a hostile actor with 
malicious intent, so criminals or terrorists for example. While hazards are simply a factor or 
event which may have a negative impact on the traveller, such as extreme weather or disease. 

Threat and Hazard Categories 

Open Conflict Covering High and Low Intensity Conflict 

Terrorism Covering a range of terrorist motivated threats 

Crime From simple pickpocketing to serious crime 

Internal Instability The impact of public dissent and mass actions  

External Instability The impact of cross border conflict 

Natural Environment Hazards due to climate, geology and weather 

Man-made Environment Hazards due to poor infrastructure 

Travel Health and medical Hazards due to poor hygiene and disease  

Cultural Hazards due to failing to understand cultural norms 

Cyber and information The threat of compromise of devices and data 

Developing a Security Package 

The next step is to decide what level of planning and security you need to put in place and if 
you require third party input. In my experience where specialist input is required it tends to 
fall into one of four categories as shown in the table below. 

At the first level you may simply require some basic advice or planning support. At the next 
level, if the plan requires it, there could be the need for a range of enablers to make the plan 
operable perhaps dedicated vehicles and drivers from a vetted local provider or 
communications and medical equipment, tracking or alerting services or simply overwatch. At 
the next level, your teams may be supported on the ground by a dedicated security provider’s 
risk advisor at least for the embed phase and at the highest level for the duration of the 
deployment or life of the project.  



The table below is an illustration of these four levels of intervention in practice based on the 
support we have provided to Leonardo since 2013. Janice Wass, their Global Mobility Director 
co-presented with me in March hence I am drawing on their example. There are 13 locations 
listed, all in the Level 3 or 4 category, which personnel were required to visit. Of these, in 50% 
of cases they required some specialist advice and planning assistance and the provision of 
ground transport from a local vetted provider while in the other 50% of cases a specialist 
provider, in this case Edson Tiger, provided some form of direct support on the ground in the 
form of dedicated Risk Advisors. 



What this illustrates is that there is no universal solution based on threat level alone, but other 
factors play a part too. The extent to which local hosts are supporting a visit and of course the 
level of confidence you have in them, the nature of the activity itself and the location, urban 
or rural, secure or remote and the profile of the personnel and your organisation in the 
country concerned are all factors. 

Preparing your People 

The final consideration is the people themselves and their need for preparation and training. 
In those complex environments where some degree of self-help is expected then training is 
important. We live in an unpredictable world where you simply cannot second guess and 
legislate for every eventuality and so travellers may find themselves having to self-manage 
unexpected challenges and situations, interpret unfolding events and respond to a variety of 
threat scenarios. These skills are therefore an essential addition to the traveller’s toolkit. 

This of course places a greater degree of emphasis on the individual traveller rather than to 
the wider organisation. It focusses on developing individual competencies rather than simply 
organisational capability. The latter is important in terms of an overarching travel risk 
management system, to support all travellers, however, at the individual level on the ground 
it comes down to self-help with each individual drawing on a combination of formal training, 
self-learning and experience. 

So how best to meet this need? In some organisations it is piecemeal and does not reflect the 
risk exposure profile of the individual traveller with some personnel over-trained and others 
not trained at all. In Leonardo’s’ case we were able to develop an organisation wide travel 
risk training model using our own Security Management and Risk Travel Training (SMART 
Travel Training) system as illustrated in the diagram below. 

Before developing your system however, you need to understand your organisation’s travel 
footprint.  Who travels and where too, are they going solo or as part of a team and for short 
or long visits, transiting or project based? 

Often, we find that the eighty: twenty rule applies.  There may be lots of travellers and travel 
events, but the vast majority are only going to low risk rated countries, with between 10-30% 
traveling to medium and above risk rated locations. So, for most, basic briefings and perhaps 
an e-learning package may suffice allowing you to focus your training resources on those few 
who really need it. Equally some organisations have a diverse global footprint while others 
may have lots of travel but with most of it to only one location or region at medium or above. 
So here you can look to developing geographically tailored training based on a specific country 
or region. 



The above diagram is a representation of our SMART Travel Training system. 

The training should be risk driven with the level of intervention for each traveller based on the 
threat level of the individual’s destination as represented on the right-hand side of the semi-
circle. In this case ranging from basic e-learning for all with travellers to more complex and 
high threat environments receiving higher level instructor led training. 

Additional modules can be added such as country specific briefings, tactical driving or female 
traveller awareness. This is what we call tactical training, developing individual skills and 
knowledge or competencies. 

The left-hand side of the semi-circle is organisation focussed and covers risk management 
training for those who manage the wider process in some way as a manager of travellers or 
perhaps as a member of a crisis management team. So, the training is intended to develop 
organisational capability in terms of supporting the travelling population. 

The process should then be underpinned by good feedback ensuring the training remains 
relevant and proportionate and a revalidation process to ensure learners receive appropriate 
refresher training to avoid skill and knowledge fade. 

Conclusion 

Good travel risk management is important and at first may appear daunting but by using the 

right tools and methodology it is possible to develop a fit for purpose system that accurately 

identifies threat and risk, allows the organisation and the individual to put proportionate 

plans and measures in place and helps identify appropriate training needs.  
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